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1. AccessVUMC is the new Identity Access Management tool for our workforce. 

o Check out the new AccessVUMC homepage

2. Enrollment in Multi-Factor Authentication is a requirement to protect and manage your resource 
accounts. 

o If you are not already enrolled, visit the Enterprise Cybersecurity MFA home page.

o See the new sign on experience 

3. All current usernames and passwords will remain the same; however, usernames are now called 
VUMC IDs.

o VUMC no longer uses the term “ePassword”.

4. Managing a VUMC account looks and feels different for our users. See the AccessVUMC User Guide 
for information on how to change a password, how to set a display name, and how to reset a 
forgotten password.

Visit https://www.vumc.org/it/vumc-it-identity-management-project-accessvumc to see more about the  
AccessVUMC Identity Management Project. 

AccessVUMC – What’s new for everyone?
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https://www.vumc.org/enterprisecybersecurity/multi-factor-authentication-mfa
https://www.vumc.org/it/sites/default/files/AccessVUMC User Guide 01242020.pdf
https://www.vumc.org/it/vumc-it-identity-management-project-accessvumc


Administering a Resource Account is the same in most areas, but the workflow is new 
for the following functions:

o Change the password for a Resource Account

o To set a Resource Owner for a Resource Account – submit a Pegasus Ticket to 
https://pegasus.mc.vanderbilt.edu/request/start/5656/?s=

o To request a Resource Account, submit a Pegasus Ticket to 
https://pegasus.mc.vanderbilt.edu/request/start/5656/?s=

All other Resource Account services will be provided by Vanderbilt University Partner 
Support until the next phase of the project.

Find out more about the AccessVUMC Identity Management Project at  
https://www.vumc.org/it/vumc-it-identity-management-project-accessvumc.

AccessVUMC – What’s new for account administration?
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https://nam05.safelinks.protection.outlook.com/?url=https://pegasus.mc.vanderbilt.edu/request/start/5656/?s%3D&data=02|01|tracey.m.street@vumc.org|802f28e39f7b4adfd3a108d79ac6087c|ef57503014244ed8b83c12c533d879ab|0|0|637148047657882474&sdata=l1U32YY48ISdSsco0lNnp76gFgn1Ftvz4ca%2ByufE/jo%3D&reserved=0
https://nam05.safelinks.protection.outlook.com/?url=https://pegasus.mc.vanderbilt.edu/request/start/5656/?s%3D&data=02|01|tracey.m.street@vumc.org|802f28e39f7b4adfd3a108d79ac6087c|ef57503014244ed8b83c12c533d879ab|0|0|637148047657882474&sdata=l1U32YY48ISdSsco0lNnp76gFgn1Ftvz4ca%2ByufE/jo%3D&reserved=0
https://www.vumc.org/it/vumc-it-identity-management-project-accessvumc


The new AccessVUMC home page

Find the new AccessVUMC home page at: 

https://www.vumc.org/it/accessvumc.

This page will go live on January 31, 2020.

• Click on Administrators.

• From here you will authenticate using 
your VUMC ID and password.

AccessVUMC

Information Technology

Back to “What’s new for 
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https://www.vumc.org/it/accessvumc


Sign-On using Multi-Factor Authentication

You will be prompted to authenticate using Multi-Factor Authentication. If you haven’t 
enrolled already, visit www.vumc.org/enterprisecybersecurity/mfa.

NOTE: Your MFA sign on experience will vary based upon your MFA enrollment status (e.g. 
token, SMS texting, etc.).

MFA Sign on for SMS Text users MFA Sign on for Token users
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http://www.vumc.org/enterprisecybersecurity/mfa


The AccessVUMC dashboard

From the AccessVUMC dashboard you can manage your VUMC Resource Account 
password by clicking on the menu button        and then Manage Identity. 

Your VUMC ID
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AccessVUMC Identity Management Tool
Change the password for a Resource Account
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• Login to the AccessVUMC Administrator 
dashboard. See sign on slides.

• Click the menu button        from the 
AccessVUMC dashboard.

• Choose Manage Identity.

• Choose Change Password for Resource 
Account.

Change the password for a Resource Account 1 of 5
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Change the password for a Resource Account

Click Accept once you 
have read the VUMC 
Acceptable Use Policy 
regarding your computer 
privileges and 
responsibilities.

2 of 5
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Change the password for a Resource Account

• Verify the current password you use to manage your Resource Account (usually 
your personal password)

• Click Next.

3 of 5
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Your VUMC ID *



• Enter and confirm the NEW password.
Click Submit.

Keep these 3 password basics in 
mind when you create your VUMC 
Account password.

1. You cannot reuse your last 10 
passwords

2. Passwords MUST CONTAIN:
• At most 16 characters
• At least 1 lowercase letter
• At least 8 characters
• At least 3 character types
• At least 1 number
• At least 1 uppercase letter

3. Passwords CANNOT CONTAIN
your:
• Email address
• Account last name
• Display name
• Account names in reverse

Step 3 of 4Change the password for a Resource Account
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Your VUMC ID
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Your VUMC ID *

Your Account Name here

Your VUMC ID Your @vumc.org email address

Last Name, First Name

ENTER

CONFIRM



Change the password for a Resource Account 5 of 5

• You will receive a confirmation screen that your password was successfully re-
authenticated.

• You will also receive an email that your Resource Account password was changed.

• Click OK.
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Resource Account Request Information

For all other Resource Account services, submit a Pegasus Ticket to

https://pegasus.mc.vanderbilt.edu/request/start/5656/?s=

VUMC Enterprise Cybersecurity (VEC) Directory Services will review your request 
and, if approved, forward your request to be finalized by Vanderbilt University 
Partner Support.

1 of 1
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https://pegasus.mc.vanderbilt.edu/request/start/5656/?s=

